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Image encryption based on discrete chactic maps
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Abgract : Discrete cheos is used to generate cipher sysems because it is easy to create, sendtive to initia vaue
and smilar to white oise of datidica nature. A ” quas- Feigel network” agorithmis desgned usng discrete cheot-
ic maps for image encryption/ decryption. All secret keys of the dgorithm are generated by different chaotic megps,
and this inproves difficulty of decryption. Permutation and subgtitution cond g of SP networkswith good cipher per-
formance. Permutation is a o controlled by cipher to inprove dgorithm conplexity. SHety is enhanced by the output
o encryption which grongy dependson ronlinear coupled secret keys. All of white text is encrypted during each it-
eration of " quas- Feigd network” , and this inmproves the encryption eficiency. Fndly, a amulation teg is cornr
ducted by taking the image Pout in Matlab as an exanple, and the smulation results show that the agorithm pro-
posed possesses perfect sfety and dficiency.
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Matlab Rout
291 x 240, L = 2%
kp = (5,0.3,1000,3,0.5,800)
(0.5,500) :
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Fg.1 Surce image

Fg.2 Image dter one time permutation

ks =
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kg = (0.500 1,
500) , kp , 6

3
Fg.3 Image dter one time subditution

Fg.6 Decryption image of wrong keys

Fig.4 Decryption image dter one time permutation and sub- Feigd , “ Feigd
ditution ”

Fg.5 Image dter four times encryption
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