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Abstract: Aiming at the requirements of complete authentication of remote sensing image in applica-
tion,an authentication method based on perceptual hashing and watermarking for remote sensing im-
age is proposed. The key of the method is to overcome the mutual influence between perceptual has-
hing and watermarking. Firstly, the remote sensing image is partitioned into girds which are then pre-
processed; secondly, horizontal and vertical middle frequency coefficients are extracted by DWT(Dis-
crete Wavelet Transtorm) and treated by PCA(Principal Component Analysis) to generate perceptual
hash value, which is embedded into the diagonal middle frequency coefficient based on interleaving
strategy. The authentication process is implemented via the comparison between the extracted percep-

tual hash value and the reconstructed one. As the method organically combined perceptual hashing and
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watermarking, it overcomes the defect that the perceptual hashing based authentication needs extra

channel to transmit hash values. The experiments demonstrate that the Hamming distance of the tam-

pering tests is between 0. 218 7 and 0. 398 4, thus the detailed tampering of the image can be effective-

ly detected, and the average PSNR of the grids with perceptual hash value embedded is about 38 to

39, which means the availability of the image is not affected.

Key words: remote sensing image; authentication; perceptual Hash; digital watermarking; interlea-

ving strategy
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